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auto-sensing, auto-negotiation

MDI/MDIX Jumbo frame support: 9K

itk

- |IEEE 802.3x full duplex mode

- Back-pressure flow control in half/duplex

mode

Broadcast, unicast and multicast storm

protection

IGMP snooping

VLAN

- |[EEE 802.1Q VLAN

- GARP/GVRP/GMRP

- Up to 512 VLANS, with up to

3965 VLAN IDs

— Port-based VLAN - Protocol-based VLAN

Spanning tree — IEEE 802.1d Spanning Tree

Protocol — IEEE 802.1w Rapid Spanning

Tree

- IEEE 802.1s Multiple Spanning Tree Link

aggregation

- Up to 6 trunk groups

— Up to 8 ports per trunk group — 802.3ad link

aggregation and LACP - Static trunk group —

Load balance for unicast and multicast traffic

Port mirror (many-to-1)
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Forwarding mode: Store-and-forward

Mean Time Between Failures (MTBF):
198,185 hours for FortiSwitch-548B
46,140 hours for FortiSwitch-248B-DPS
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User/password-protected system

management RADIUS client TACACS+ client

SSH v1/v2 SSL v3/TLS v1 IEEE 802.1X

Port MAC lock

EZ

Layer-2 IGMP snooping

QoS

802.1p-based CoS 8 priority queues per port
IP TOS/precedence-based CoS
DSCP-based CoS

Policy-based Diffserv
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Web switch management

BOOTP and DHCP for IP address
assignment

DHCP relay

XMODEM/FTP/TFTP

Dual firmware images

Up to three configuration files including
factory default

SSH v1/v2 switch management

SSL v3/TLS v1 switch management

Simple Network Time Protocol (SNTP)
Telnet, Ping and Trace route functions
DNS client and DNS relay functions
Message/event/error/trap logs

Logging to local file and syslog server
Common command line interface (CLI)
switch management SNMP v1, v2¢, and v3
switch management Private Enterprise MIB
RMON groups 1, 2, 3, and 9 Port mirror (many-
to-1)
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IEEE 802.3 10BASE-T

IEEE 802.3u 100BASE-TRX

IEEE 802.3z 1000BASE-SX

IEEE 802.3x Flow Control

IEEE 802.3ad Link Aggregation

IEEE 802.1v Protocol VLAN and Port VLAN
IEEE 802.1d Spanning Tree Protocol

IEEE 802.1s Multiple Spanning Tree Protocol
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Maximum RADIUS servers — 3 Maximum
RADIUS accounting servers — 1 Maximum
TACACS servers — 3 Maximum

IP filter addresses — 5 Maximum

telnet or SSH sessions — 5 Maximum
WEB sessions — 8

Number of 802.1p traffic classes — 8
Number of MSTP instances — 5

Number of ACL — 100

Number of rules in an ACL — 10
Maximum classes — 32

Maximum rules per class — 7

Maximum member classes

per policy — 10

Maximum attributes per class — 1
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Port security and Broadcast, Multicast,
Unicast Storm control

Dynamic ARP inspection

DHCP snooping

Spanning tree guards : BPDU filter +
BPDU

guard + loop guard + root guard + TCN
guard

Denial of service protection: TCP
fragment,

Min TCP HDR, ICMP Size, ICMP
fragment,

SIP=DIP, TCP Flag checking, TCP
Fragment

offset checking

FIREWALL LOADBALANCING
HASH

function for symmetric distribution of traffic
across 8 firewalls
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Wire speed L2 switching performance
10/100/1000 BASE-T ports supporting auto-
sensing, auto-negotiation MDI/MDIX Jumbo
frame support: 9K Flow control — |[EEE
802.3x full duplex mode — Back-pressure
flow control in half duplex mode
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Forwarding mode: Store-and-forward
NETWORK PROTOCOLS AND

FHEP B 28 B
IEEE 802.3 10BASE-T
IEEE 802.3u 100BASE-TRX
IEEE 802.3z 1000BASE-SX
IEEE 802.3x Flow Control
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